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Recap
• In the Last Lecture, We did the following:

– show how to get a page embedded in another page

– Install a really simple text document manager that is written 
in PHP

– focus on installing and integrating Wordpress into an existing 
website

– Cover API Integration with a social site like Twitter

– CORRECTION: always use $_POST/$_GET instead of 
$_REQUEST, I’m not sure why I mixed this up 2 lectures ago.

• This final lecture will:
– Cover Sessions and data storage

– Cover MySQL and PHP integration

– Cover Security aspects of PHP

– Demo some applications that I wrote



Useful Sites:

• http://dev.matthouse.us – photo gallery and 
other scripts that I’ve made publically available

http://dev.matthouse.us/


Storing Data between page loads

• 4 normal ways to pass information between 
page loads

– Hidden form fields (POST)

– Query strings (GET)

– Cookies

– Sessions



Saving the state using a form 
($_POST/REQUEST)

• Hidden form fields 
– Use name and value attributes

• Use the super globals $_GET[] and $_POST[]
to get your data
– Value = $_POST*“name”+
– You can use $_REQUEST*“name”+ but it is unsafe since 

it supports get/post methods on forms
• You may want to know what kind of data to expect

• To pass values between PHP scripts, you may 
want to store the values in hidden form fields 
provided the data isn’t sensative



Query Strings ($_GET/REQUEST)

• A query string is the normal ?name=value garble 
that you may see on some websites

• Consists of a single line of text (String) that 
contains data for the script

• Add the question mark (?) after the URL to pass 
information using this method

• Separate data pairs using ampersands (&)
– &amp; should be used in href for valid xhtml

• Example String:
– http://hsm3.famousphil.com/index.php?mode=VP&ImageName=183

http://hsm3.famousphil.com/index.php?mode=VP&ImageName=183


Some sites hide the garble, how?

• Remember that A query string is the normal 
?name=value garble that you may see on some 
websites

• Some sites use .htaccess methods called Apache 
Mod Rewrites to change this into a url with a 
bunch of subdirectories (that really don’t exist)
– This optimizes SEO a lot.  My blog uses it.
– Here is an entire site dedicated to it: 

http://www.easymodrewrite.com/
– Here is something that may make more sense:

• http://articles.sitepoint.com/article/guide-url-rewriting

http://www.easymodrewrite.com/
http://www.easymodrewrite.com/
http://articles.sitepoint.com/article/guide-url-rewriting
http://articles.sitepoint.com/article/guide-url-rewriting
http://articles.sitepoint.com/article/guide-url-rewriting
http://articles.sitepoint.com/article/guide-url-rewriting
http://articles.sitepoint.com/article/guide-url-rewriting
http://articles.sitepoint.com/article/guide-url-rewriting


The motivation for cookies and 
sessions

• POST and GET form methods do not allow for us 
to permanently store data between page loads 

– The string is gone after the page loads

– To store information past a page load cookies and 
sessions were invented

• Cookies are small text files that are stored on a 
user’s computer that stores data for page reloads

• Sessions are arrays of data that are stored in 
server memory and accessed upon a page reload



Creating a cookie

• Use the setcookie() function
– setcookie(name [,value ,expires, path, domain, secure])

– [] are optional values

• To access the cookie, simply use
– $_COOKIE[‘name’];

• To delete your cookie after you are done

– Set it to expire sometime in the past
• setcookie("firstName", "", time()-3600);

– Helps prevent against other sites getting cookie 
information (spyware, viruses, etc)



Creating a session

• Start a session using session_start();
– Put this at the top of your PHP script
– Generates a unique session id that the server uses to hold onto all 

of the data

• These do expire after some time 
– Specified by PHP configuration file php.ini

• Generally, the id value is passed through the URL in a query 
string
– session_id() returns the session id

• $_SESSION*‘name’+=value
– You can pick a random name and set a value to it without defining 

a name first

• Use session_destroy() to remove the session



PHP Tidbits

• This section contains

– The Ternary Operator

– Magic Methods

– Object Oriented PHP



Ternary Operator

Normal If/Else
If ($bool == true){

$a=1;

}else{

$a=2;

}

The Ternary Operator replaces the above
$a = ($bool==true) ? 1 : 2;



Objects in PHP

• In PHP, the constructor is named __construct()
– In Java, the constructor is public classname()

• Singleton design pattern useful for creating a 
static global class (example next)

• Be cautious with a __destruct function
– PHP 5.2 and less isn’t capable of catching errors and 

this will cause the application to die

– PHP 5.3 incorporated the try/catch
• Very few companies use 5.3 currently, there are many 

backwards compatibility issues



<?php
class something { 

protected $variable; 

public function __construct($ variable) { 
$this->variable = $ variable; 

} 

public function __destruct() { 
echo 'Killing the ' . $this-> variable . PHP_EOL; 

} 
} 

class another { 
static $single; 

static public function getInstance() { 
if (!self::$single) { 

self::$single = new self; 
} 
return self::$single; 

} 
} 

$something = new something(‘what the heck'); 
unset($something); 

$anotherclass = another::getInstance(); 



For Java/C++ Programmers

• PHP has abstract classes and interfaces

• You can declare variables and functions as 
– Private

– Public

– protected

– static

– Const – constants
• Accessed through Class::constant

• Can define with: 
– define("CONSTANT_NAME", value);



Autoload

• Java will look for and load classes that you call 
automatically

• PHP has a similar feature called autoload

function __autoload($class_name) {
require_once $class_name . '.php';

}
This function must be included near the start of 
your code.



Magic methods

• PHP reserves all the function names starting with 
__ 

• These are magical methods. 
• __construct is a magical method that serves at 

the constructor to a class
• You should never start functions with __ unless 

you want to access a documented magic method
• More info at: 

http://php.net/manual/en/language.oop5.magic.
php

http://php.net/manual/en/language.oop5.magic.php
http://php.net/manual/en/language.oop5.magic.php
http://php.net/manual/en/language.oop5.magic.php


PHP Arrays

• The array()syntax is:  $array_variable = array(values);

Example:  $buildings = array(“bell”, “norton”, “knox”);  

• Another example

– $a = array(1 => 'one', 2 => 'two', 3 => 'three');

– echo $a[1];//get the array at position 1, prints one

• An associative array

– $a = array(‘banana’ => ‘fruit', ’ham’ => ‘Meat');

– Echo $a*‘banana’+;//prints out fruit



PHP Arrays Continued

• To insert data, use array_push($array, value);

– $array = array(“fruit", “vegetable");
array_push($array, “meat”);
print_r($array);//prints fruit, vegetable, meat

• To get the last value of the array

– array_pop($array);//would print out meat



MySQL integration

• Developers tend to use PDO

– PHP Data Objects

– Code to handle database connectivity for you

• http://php.net/pdo

• Handles many databases (oracle, MySQL, 
Postgre to name a few)

• I’m going to briefly describe how to use PDO 
then move into SQL language

http://php.net/pdo


Using PDO with MySQL

<?php

$databaseinfo = 'mysql:dbname=testdb;host=127.0.0.1'; 
//connect to dbname (database name) testdb, the server
//address is 127.0.0.1 or localhost normally 
$username = 'dbuser'; 
$password = 'dbpass'; 

$dbhandler = new PDO($databaseinfo, $username, $password); 
//should be in a try/catch with php 5.3

$preparedst = 'SELECT * FROM users WHERE userid < 1000’; 
$result = $dbhandler->exec($preparedst); 



The MySQL select Query

• $preparedst = 'SELECT * FROM users 
WHERE userid < 1000’;

• This will return all the results that MySQL finds 
that match the criteria in the WHERE

• Logical operators like =, AND, OR, etc can be 
used in place of < 



The MySQL insert

• INSERT INTO [table name] (field_name1, 
field_name2, field_name3) VALUES 
(‘value1',‘value2’)

• This is the basic syntax to inserting data into a 
database



Delete / Update Queries

• DELETE from [table name] where [field name] 
= ‘something‘

– Deletes a row from the database table (record)

• UPDATE [table name] SET name = ‘Person', 
phone = ‘000-000-0000',  age = ‘10' where 
[field name] = 'user‘

– Modifies a record that already exists in the 
database



A simple insert (not xhtml compliant)

• <html>
<body>
<?
$name = $_POST*“name”+;
$password = $_POST*“password”+;
$email = $_POST*“emailaddress”+;
mysql_query (“INSERT INTO userTable (name, 
password, email) VALUES (‘$name’, ‘$password’, 
‘$email’)”) or die (mysql_error());
?>
<P>A new user has been added.</P>
</body>
</html>



MySQL Query Dangers

• $email = $_POST[“emailaddress”];
mysql_query (“INSERT INTO userTable (name, 
password, email) VALUES (‘$name’, 
‘$password’, ‘$email’)”) or die (mysql_error());

• Notice how $email is directly put into the 
MySQL query string.  What happens if it 
contains a “?

– Answer: it will break the query and the page will 
throw an error



MySQL Injection

• Lets take it a step further
– $email = $_POST[“emailaddress”];

mysql_query (“INSERT INTO userTable (name, password, email) 
VALUES (‘$name’, ‘$password’, ‘$email’)”) or die (mysql_error());

– Lets say $email is ; DELETE * FROM *;

– What will happen?
• Answer: the initial query will return an error, mysql will 

continue with the 2nd query 

• NOTE: queries are broken up by ; 

• Your entire database is now gone!  Ouch!

• Up next is a handy function that I normally use to filter 
out injection problems (not in my posted code, I 
haven’t had time to integrate it yet)



Preventing a MySQL injection

• function mysql_safe($var) { 
$var=rtrim($var); // RIGHT TRIM 
$var=ltrim($var); // LEFT TRIM 
$var=strip_tags($var); // STRIP HTML TAGS 
if (get_magic_quotes_gpc()) { 

$var = stripslashes($var); 
} // STRIP SLASHES IF MAGIC QUOTES IS ON IN INI SETTINGS 

$var = mysql_real_escape_string($var); 
return $var;

}//credit: http://www.webmasterworld.com/php/3378845.htm



Getting information from a MySQL
Query in a simple way

• $result = mysql_query (“SELECT * FROM userTable
WHERE name like ‘Phil%’) or die (mysql_error());

– % matches for anything starting with Phil

• $numresults = mysql_num_rows ($result);

• for ($i=0; $i<$numresults; $i++){
$value = mysql_result ($result, $i, value); 
echo “<b>Value:</b> $value <br>”;

}

• The value can be any column name on the table



Demo time

• Lets look at email program then the screencap
gallery

• The Email program  uses PHP/MySQL

• The gallery uses only PHP



An Email Program using MySQL

• Demos a simple database class that I wrote 
prior to learning about PDO

• Still used today on a production site

• You can get the source code from: 
http://dev.matthouse.us or the lecture site

http://dev.matthouse.us/


A screen cap gallery program with PHP

• You can get the source code from: 
http://dev.matthouse.us or the lecture site

http://dev.matthouse.us/


That’s it

• I hope this lecture series was beneficial to 
you!  It was for me!

• I may give it again next semester if there is 
demand for it.  

– Much of the material is made now so I can modify 
it and present it slower and more clearly

• Feel free to ask questions either now or via 
email


